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1. Introduction 

The site content management tool is a web-software system created for full automation of 
the web page content management. It is ensured by a centralized administration panel, aimed to 
allow rapid and easy execution of site management operations. 

At the same time, the Content Management platform should be designed by general modules, 
which would be configured according to the specific structure of the page web www.cec.md. 

2. Task  

In this respect, it is suggested to modernize the existing Content Management System 
(CMS), meant to be used by users with knowledge of operator, editor familiarized with Microsoft 
Windows, Office, Internet Explorer, Mozilla FireFox, etc.. This should lead to a simplistic handling of 
the web page. 

At the same time, the CMS should be updated: 

a) to allow creating/setting menus with submenus in more levels (from 3 levels); 

b) to allow, through drag-and-drop, adding/modifying/deleting/changing the 
position/migration/activation/deactivation of blocks, menus and sub-pages in the 
existing sections of the site; 

c) to allow adding/deactivating more linguistic versions of the site: 

a. RO – Română; 

b. RU – Русский; 

c. EN – English; 

d. FR – Francaise; 

d) through the administration panel, to provide the simplified possibility to create roles 
for users with selected permissions. Hence, when creating a new role, to have the 
possibility to select (by checking) the permissions for viewing, creating/modifying, 
publishing or deleting the content typology of the information, as well as to manage 
its functional modules; 

e) to allow a tool for increasing/decreasing the web page, meant for persons with 
eyesight deficiencies; 

f) the implementation of the requested modifications should not affect the structure, 
connections, and content of the existing page www.cec.md. ; minor changes are 
admitted in the design of the current page. 

 

3. General considerations  

The changes regarding the improvement of the CMS for the cec.md page should not affect 
the structure and the design of the site. The administration module should meet the following 
requirements described further on: 

http://www.cec.md/
http://www.cec.md/
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a) It is necessary for CMS to be functional and to be identically displayed on the following web 
navigators: 

o Microsoft Internet Explorer 8, 9 , 10 
o Mozilla Firefox for operation systems: Linux , Windows, MacOs 
o Google Chrome for operation systems: Linux, Windows, MacOS; 
o Safari for operation systems: MacOS, Windows; 

o Opera for operation systems: Windows, MacOS; 

o Built-in browsers for operation systems Android, iOS, Windows Phone OS, Tablets (iOS, 
Android, Windows). 

b) the HTML code and CSS should be valid according W3C; 

c) to edit the texts, a wysiwyg type text editor should be used (What- You-See-Is-What-You-Get) 
which allows formatting the text and its appearance on the page of the module in which it is 
introduced; 

d) suggestive names and icons will be used to display the main actions; 

e) the technologies used for developing the CMS will be of open source type; 

f) for a correct display of the CMS also on mobile devices, the interface should be built using the 
Responsive Design Methodology (RDM); 
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4. Business model 

 
a. Simple interface  
It will allow for simplistic use of the web interface to create and edit compartments of 
pages. 
 
b. Content editing  
Simplistic editing of the content in Microsoft Office style editor: 
- Direct editing on the page by clicking the compartment to be edited, or by selecting it 

and editing it using the edit button; 
- There should exist the possibility/support for verifying the text (spelling  in English, 

Romanian, Russian, and French); 
 
c. Flexibility of the web page design  
Creation of sub-sites without the need to have advanced knowledge in programming (PHP, 
CSS etc.), just using some existing design templates. 
- Modification of design elements without advanced knowledge in IT (design templates, 

etc.); 
- Creation of sub-pages with minimum effort; 
- The sub-sites will be a clone of the main system, but will benefit from their own 

interface and administration. 
- The sub-sites’ modules will be identical with the system they are created from. 

 
d. Multilingual support 

Creates and provides the possibility to manage the page in Romanian, Russian, English. 
- Provides possibilities to activate/deactivate simply the linguistic versions (rom rus eng). 
- As well, the possibility/support to verify the text (spelling in English, Romanian, Russian, 

French); 
 

e. Data management  
- Simple management of site’s data (text, image, video, doc, PDF, etc.) by using the 

”drag-and-drop” mechanism on the web page in the necessary compartments. 
- Organization and effective use of digital assets; 
- Use of existing metadata and data; 
- Preserving the mechanism of interaction with the existing portal on-line antechamber 

and the “electronic library” portal  
 

f. Social Media 
Combination and announcement of articles on social media networks (Facebook, 
tweeter, google+,  etc.). Creation of interactions between the web page visitors and 
CEC through this module. 

- The content published on social media will be managed in a centralized way. 
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5.  Functional model  

a. Dashboard 

- The dashboard will be the first page after the Login in the administration section. It can 
be customized at the administrator level. 

- The dashboard will contain a number of shortcuts to different sections / sub-sections 
from administration. 

- The shortcuts will be defined by the administrator, thus the operations of adding / 
editing / deleting / arranging them will fulfilled rapidly and efficiently. 
 

b. General settings 

The general setting will allow modifying the settings configured in the platform: 

- e-mail server settings (configuration of the e-mail server through which the electronic 
messages are sent) 

- upload limit (maximum allowed size for upload of files, images, etc.) 
- upload file format (type of files allowed for upload) 
- e-mails of notification administrators (e-mail address to which section notifications are 

sent) 
 

c. Content management  

- Will allow the administrator to set the structure of links in the main menu. 
- The structure of the menu will of a tree-type, hence the main links and the sub-links of 

the main links will be set. 
- The links will be internal and/or external, meaning that the links will be able to direct 

towards internal/external modules/pages. 
- This section will allow also setting the menu from page footer. The setting will be the 

same as in case of the main menu. 
- In the user interface, every page will have the option of share/like/tweet, page printing 

and sending the link to a friend. 
- The site should allow the visitors to subscribe to different information of high interest 

for them, such as: News and Events / CEC meetings / Press Release / Vacancies / 
Newsletter etc.  
Hence with the help of this section, the administrator will be able to structure any 
information in a well-defined and very dynamic template. 
 

d. Languages  

- This module will allow managing the platform use language. If it will be necessary to 
add a new language, this operation will be easily carried out in this module through an 
adding form. 

- By adding a new language, the administrators will have automatically the possibility to 
select the language in which the entry of information is wished. 
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e. Administrators 

- This section will allow configuring the administrator’s account and defining the rights 
for certain modules / actions per module. These rights will be administrated from this 
section. 

- When a new administrator is added, the user name and e-mail address will be filled in, 
and the access rights of the respective administrator will be selected from list. After 
saving these data, the new administrator will receive via e-mail a link with confirmation 
of the configured settings. Accessing the link, he will be obliged to change the password 
in a password of his own. 

6. Security parameters of the CMS: 

To protect the solution, as well as to have continuous and efficient functionality, it is important 
to have an efficient security for the site, using the most recent available methods. Due to the 
specific nature of the CMS, first of all it needs protection of access to it and of the recently updated 
version. Thus CMS should have mechanisms for its own authentication, and also activation of filters 
at the level of the Web server (htaccess etc.). 

A criterion for ensuring the information security of the site would be the accessibility for 
different groups of users, a functionality set by the site administrator: 

a. Access to the system  

- The access to CMS will be via a Login page with Username and encrypted password, 
and the system should not allow more than 5 attempts to Log in within an interval of 10 
minutes. 

- The access of the users’ groups responsible for managing the site content should be 
based on a authentication mechanism based on login/password; 

- Possibility of access to the content management system from a list of allowed IP 
addresses; 

- The Login page will be secured according to the security provisions mentioned in this 
document. 
 

b. Login / Password recovery  

The Login page will be the access section to CMS. It will contain a form to be filled in with the e-
mail and password of the person who would like to access. 

If an administrator or operator will forget the password, he/she will have the possibility to 
generate a new password sent to his/her e-mail address. 

c. Journaling and logging 

 The registration in logs of all the actions undertaken by every user of the content 
management system, as a result of which modifications occur in: 

 site content; 
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 design elements; 
 modification of HTML formatting, name, notification, links with other 

information elements, template. 
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7. Architecture, structure and description of the Content Management System (CMS) 

Below, there is a description of the structure and architecture of the existing page http://cec.md, 
subject to upgrade, which should not suffer changed from logistical, visual, and architectural points 
of view. 

 
Bottom Menu 

 Home page  

 Agenda  

 Decisions  

 Training Center  

NEW: will represent a link which will direct the user to the official web page of the Center 

for Electoral Continuous Training (CECT). 

 Information Bureau   

1.  NEW: Electronic Library - 

will represent a link to the already created portal „Electronic Library”, which 

has its own design and structure   

2. Newsletter 

3. Information bulletin  

4. Materials of conferences/other events   

To exclude, it is transferred to the Electronic Library  

5. Elections  

6. Other publications  

 Antechamber  

 NEW: On-Line 

This menu will open the page with IFrame directed to the on-line streaming of CEC 

meetings. 

Left Menu 

About CEC 

 Presentation   

1. Mission  

2. Establishment  

3. Mandate 

4. Brief history  

5. CEC symbols  

6. Rules of Procedure  

7. Declarations  

http://cec.md/
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 Composition of the Commission   

 CEC Apparatus  

1. Organizational chart   

2. Subdivisions of the Apparatus  

 Strategic Plan   

 Plans and Reports  

Newsreel  

 News and Events   

 Meetings / Minutes  

NEW: In this compartment, in line with every meeting to have the possibility to annex the 

link to the file with video recording of the meeting, see Fig.1. 

a. Year 2014 

b. Year 2013 

c. Year 2012 

d. Year 2011 

e. Year 2009 

f. Year 2008 

g. Year 2007 

 Public procurements   

1. Tender invitations 

2. Competition results  

 Vacancies  

Legal Basis  

 Legal Basis  

a. Laws 

b. Decisions  

c. Regulations  

d. Instructions  

e. Other acts  

Elections and Referendums  

 Parliamentary elections  

 Referendum 

 Local elections  

 New local elections  
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Fig.1 

Mass-Media 

 Press Releases   

 Appearances in press   

 Photo gallery 

 Video gallery  

o NEW: In the compartment, the display of the video files (preview) should be in 

tabular form in ”album” style (ex. http://www.privesc.eu/Arhiva).  

Decision-making Transparency  

 Regulations  

 Programs / Reports  

 Public consultations   

a. Announcements  

b. Draft documents  

c. Other documents 

http://www.privesc.eu/Arhiva
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 Results of the development process   

a. Minutes  

b. Approved draft decisions  

 Other documents  

International relations  

 Collaboration Agreements   

 Trips   

 Foreign Assistance Projects   

 Useful Links  

 Central Electoral Commission  

 Central Public Authorities  

 International Electoral Authorities  

 Electoral Resources  
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Below, there is the graphical representation of the CMS model. 

 
Fig.2 
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 Module – Simple Page with content composed of text, tables, images, files, photo gallery 

attachment, etc.  

The following functionalities may be set: 

Page print button , 

Increase / Decrease the text, 

Show the date of the page last editing, 

Buttons for sharing the page on social media pages, 

Show the number of views, 

Visitors’ comments – the way in which the comments will be posted will be discussed 

subsequently: on social media page or directly on www.cec.md; 
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Fig.3 
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 Module – Entry registration, is used for news page, registration lists, download of files, 

photo galleries, and other types of content display. 

 

The following functionalities may be set: 

 

Settings in the registration list    

Title of font-size px  

Show the text intro 

Show the text link "Read more..." 

Show the main image   

Show the date of publication  

Show the data of last editing  

Show the number of views   

Size of the main image   

Number of registrations per page   

 Settings for registration view  

Show the text intro  

Show the main image   

Show the date of publication  

Show the date of last editing   

Show the number of views  

Print page button   

Increase / decrease the text 

Buttons for sharing the page on social media sites  

Visitors’ comments – the same, the way in which the comments will be posted will be 

discussed subsequently: on the social media page or directly on www.cec.md; 

Size of the main image  
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Fig.4 

 Possibility to set the site in technical break to make some more complex changes on the 
site. The content of the site may be viewed only by the site administrator.  
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8. Implementation stages  

The development, fulfilment, testing, and implementation activities should be carried out by 
specialized companies and institutions with experience in the area and with necessary licenses to 
fulfill the works and should cover the following stages: 

1. The stage for developing the CMS system: 

a. The developer develops the CMS system and integrates the existing modules of the 
web page cec.md into a prototype version of the information system. 

b. The developer will make the first presentation of the parts, proving the existence of 
all the functionalities requested in this technical specification; 

c. The developer tests the CMS system in lab regime (internal testing) demonstrating 
the functionalities in the testing regime; 

d. The developer prepares the minutes for accepting the submitted version so as to be 
signed by both parties; 

2. The stage of implementing the CMS system will start when the acceptance minutes for the 
CMS system and its modules in the presented version is signed by CEC and when the act of 
reception for testing operation is signed. This stage will include the migration of the present 
site www.cec.md  to the new accepted CMS system and developed modules. 

3. The training stage will start with the implementation of the informational solution and will 
cover the training of 2 users from the IT subdivision of the Central Electoral Commission for 
the role of Administrator and 3 users from the relevant subdivisions of CEC for the role of 
Operator. 

4. The stage for launching into operation, will start when the act for launching the system into 
operation is signed and the use of the system starts. 

5. The stage for maintaining the system, is the period when the developer of the system 
assumes itself the obligation to assist the owner with maintaining or modifying the 
software product, preserving its integrity – 12 months. 

http://www.cec.md/

