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INDIVIDUAL CONSULTANT PROCUREMENT NOTICE

Date: 2 July 2018

Country: Republic of Moldova

Description of the assignment: National Legal Expert on Data Classification

Project name: Enhancing democracy in Moldova through inclusive and transparent elections (EDMITE)
Period of assignment/services: 70 working days during August 2018 — March 2019

Proposals should be submitted online by pressing the "Apply Online" button, no later than 16 July 2018.

Requests for clarification only must be sent by standard electronic communication to the following e-mail:
eva.bounegru@undp.org. UNDP will respond by standard electronic mail and will send written copies of the
response, including an explanation of the query without identifying the source of inquiry, to all applicants.

-
1. BACKGROUND

“Enhancing democracy in Moldova through inclusive and transparent elections” (EDMITE Project) is a project that
sets the overall goal to achieve an enhanced transparency and inclusiveness of the electoral process in Moldova
through a modernized IT system, improved legislation and intensified public participation, addressing the root
causes of the current challenges hampering the further development of the democracy and the advancement of
the electoral process in the Republic of Moldova.

The Project aims to contribute to: (1) achieving a more accurate State Register of Voters (SRV), improving the quality
and accessibility data by re-engineering the Civil Status Service (CSS) systems, fully developing the State Address
Register and facilitating data exchange and interoperability between different central public institutions via
governmental platform for data exchange MConnect; (2) enhancing the inclusiveness of the electoral process
through developing a remote voting tool and adjusting the State Automated Information System “Elections” (SAISE)
to keep up with the technical and political developments; (3) legal reform in the area of elections to erase
ambiguities and respond to the technical developments; and (4) enhancing political participation of citizens by
setting up and implementing the voter information and civic education programmes.

Except for the CEC which is the main Beneficiary of the Project, EDMITE will continue to expand the previously
partnering set-up with other central public institutions, like the Agency for Public Services (Cadaster Department,
Population Registration and Documentation Department) and the Electronic Government Agency. These are
different state actors that center the population registration process and are responsible for important data sets
necessary for fair and credible Elections. Specific interventions are aimed to improve their systems and processes in
order to enable them to supply the required data in a reliable quality and a required time frame, thus achieving an
inclusive and transparent electoral process.

In the past years, the Electronic Government Agency (EGA) made significant progress in modernizing governance
using ICT, establishing a robust world-class core ICT infrastructure for electronic services, including MCloud reliable
hosting facility, MConnect innovative interoperability and data exchange platform, MSign digital signature, MPay
electronic payments system, etc.

The new draft legal and regulatory framework on data exchange and interoperability, currently in the process of
approval, is one of the major activities that positively marks the collaboration between UNDP and EGA. The purpose
of the law is to implement the governmental interoperability framework of state information systems, through the
establishment of a legal and normative basis for the use of an interoperability platform, which should regulate the
data exchange process based on the interconnection and interoperability of the content/ information resources and
the procedure for granting access to registers and databases of national importance for public sector entities, in
compliance with their legal competences and in accordance with the legal provisions. The envisaged
interoperability platform proposed by the new law is MConnect. It was created and piloted three years ago as a
technical solution to ensure data exchange among the information systems held by the ministries, by other central
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administration authorities subordinated to the Government, as well as by autonomous public institutions, in line
with the Government Decision No. 404 from 02.06.2014 . MConnect is under the state ownership as a component of
the Shared Government Technology Platform MCloud.

To ensure work efficiency, the institutions that will use the electronic data exchange and interoperability platform,
apart from being granted the access to MConnect and MCloud, will also need to get connected to certain electronic
services, like MSign, MPass, MLog and MPay infrastructure. These integrations will allow the institutions to
modernize their services in accordance with their business processes and to supply better quality data. The Central
Electoral Commission will be part of the integration, as the data held by many public institutions (Ministry of
Internal Affairs, Ministry of Justice, Ministry of Defense, Ministry of Health, Labor and Social Protection, Ministry of
Education, Culture and Research, Agency for Public Services) supply data to the State Register of Voters,
contributing to the inclusiveness and correctness of the electoral process.

By December 2019, EDMITE Project will support the EGA in expanding the knowledge base of the operations linked
to the integration of the institutions listed above to the MConnect data exchange and interoperability platform.
One of the main factors for ensuring the integrity of the overall data exchange process is the consistency of the
legal framework, as well as the exclusion of ambiguities and contradictory interpretations in the law, including with
respect to the automatic data classification and processing.

To undertake activities related to the government data classification, a specialized legal support is needed to assist
with the development of the legal framework related to data classification with the focus on data security during
data exchange and storage.

2. SCOPE OF WORK, RESPONSIBILITIES AND DESCRIPTION OF THE PROPOSED ANALYTICAL WORK

The Project intends to contract an experienced National Legal Expert (hereafter the Consultant) to assist the
Electronic Governance Agency in developing the legal framework on Data Classification, with emphasis on data
security during data exchange and storage.

Specifically, the Consultant will:

= Review the current legislation and procedures related to data classification;

= Review the international practices related to data classification model implemented in government sector;
= Develop the data classification model to be implemented in the public sector;

= Draft a new law on data classification;

= |dentify the related current legal documents that need to be amended, and draft the modification law;

= Present the developed data classification model in a thematic workshop organized by EGA.

1. Key deliverables and tentative timetable:

No Key deliverables Tentative Deadline

1. | Work Plan - developed, consulted and submitted for approval to EGA and UNDP by 01 September 2018
Report on the current practices adopted in the Government of Moldova and

2. | international practices — developed, consulted with and submitted for approval by 15 September 2018
to the EGA and UNDP

3. | Draft data classification model — developed, consulted with and submitted for by 15 October 2018
approval to the EGA and UNDP
Draft Law on data classification and law regarding the modification of other by 01 December 2018

4. | related laws - developed, consulted with and submitted for approval to the EGA y
and UNDP

5 | Presentation on da.ta classification. model for the thematic workshop - by 01 February 2019
developed, agreed with EGA and provided to the audience

P Final Report, including guantltatlve and qualitative data aqd mformatuqn on the by 15 March 2019

- | stages passed, conclusions and next stage recommendations - submitted and

approved by the Project.

v Note: Deliverables and the final timeline can be amended or specified for the purpose of the assignment. All
deliverables should be agreed with EGA and the Project and be provided in Romanian in electronic format. Payment will
be made upon the successful completion of the tasks assigned.

For detailed information, please refer to Annex 1 — Terms of Reference.

3. REQUIREMENTS FOR EXPERIENCE AND QUALIFICATIONS
Academic Qualifications:
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e Master’s degree or higher in Law or other relevant fields.
Experience:

e Atleast 5 (five) years of professional experience in comparative analysis of national legal and regulatory acts;
e Atleast5 (five) years of professional experience in drafting legal and regulatory initiatives;
e Atleast one (1) proven similar assignment related to data classification;

e Experience in implementation of international standards on information and data security, such as 1SO 27001
and/or PCI DSS, will be a strong asset;

e Previous professional experience in working with public institutions of the Republic of Moldova and/or
international organizations, including UN Agencies, will be an asset;

e Previous professional experience in dealing with data exchange and interoperability will be an asset.

Competencies:

e Proven knowledge of EU legal framework and international best-practices related to data classification with
focus on data security;

e Excellent analytical and legal drafting skills;

o Demonstrated interpersonal and diplomatic skills, as well as the ability to communicate effectively with all
stakeholders and to present ideas clearly and effectively;

e Knowledge of Romanian and English is a must.

Personal qualities:

e Proven commitment to the core values of the United Nations, in particular respecting differences of culture,
gender, religion, ethnicity, nationality, language, age, HIV status, disability, and sexual orientation, or other
status;

e Responsibility, flexibility and punctuality, ability to meet deadlines and prioritize multiple tasks.

The UNDP Moldova is committed to workforce diversity. Women and men, persons with different types of
disabilities, LGBT, Roma and other ethnic, linguistic or religious minorities, persons living with HIV, as well as
refugees and other non-citizens legally entitled to work in the Republic of Moldova, are particularly encouraged to

apply.

4, DOCUMENTS TO BE INCLUDED WHEN SUBMITTING THE PROPOSALS
Interested individual consultants must submit the following documents/information to demonstrate their
qualifications:
o Offeror's Letter confirming Interest and Availability
e Proposal: explaining why they are the most suitable for the work including previous experience in similar
Projects (please provide brief information on each of the above qualifications, item by item);

e Financial proposal (in USD, specifying a total requested amount per working day, including all related costs,
e.g. fees, phone calls etc.);

e Duly completed and signed Personal History Form (P11), personal CV and at least 3 references.

5. FINANCIAL PROPOSAL

e Contracts based on daily fee
The financial proposal will specify the daily fee, travel expenses and per diems quoted in separate line items, and
payments are made to the Individual Consultant based on the number of days worked.

Travel
All_envisaged travel costs must be included in the financial proposal. This includes all travel to join duty

station/repatriation travel. In general, UNDP should not accept travel costs exceeding those of an economy class
ticket. Should the IC wish to travel on a higher class he/she should do so using their own resources.

In the case of unforeseeable travel, payment of travel costs including tickets, lodging and terminal expenses should
be agreed upon, between the respective business unit and Individual Consultant, prior to travel and will be
reimbursed.

6. EVALUATION
Initially, individual consultants will be long-listed based on the following minimum qualification criteria:
e Master's degree or higher in Law or other relevant fields.
e Atleast5 (five) years of professional experience in comparative analysis of national legal and regulatory acts;

e Atleast 5 (five) years of professional experience in drafting legal and regulatory initiatives;
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Long-listed candidates will be invited for a written test for this position.

The short-listed individual consultants will be further evaluated based on the following methodology:

Cumulative analysis

The award of the contract shall be made to the individual consultant whose offer has been evaluated and
determined as:

a) responsive/compliant/acceptable, and

b) having received the highest score out of a pre-determined set of weighted technical and financial criteria specific
to the solicitation.

* Technical Criteria weight — 60% (300 pts);
* Financial Criteria weight — 40% (200 pts).
Only candidates obtaining a minimum of 210 points would be considered for the Financial Evaluation.

Criteria Scoring Maximum Points
Obtainable
Technical
Master's c!egree or higherin Law or other Master’s degree - 5 pts., PhD Degree — 10 pts. 10
relevant fields.
At least 5 (five) years of professional » " )
experience in comparative analysis of 5 years—20pts.,.each additional year of experience - 5 30
. pts. up to a maximum of 30 pts.
national legal and regulatory acts;
At least 5 (five) years of professional o .
experience in drafting legal and regulatory 5years—20pts.,.each additional year of experience - 5 30
s pts. up to a maximum of 30 pts.
initiatives;
At least one (1) proven similar assignment Yes — 20 pts. No— 0 pt 2
related to data classification €s - <Upts. RO -0 PpEs.
e Experience in implementation of international
standards on information and data security, such
as I1SO 27001 and/or PCI DSS, will be a strong asset -
up to 30 pts.;
¢ Previous experience of similar assignments within
an UNDP Project and/or other international
organization is an advantage - up to 20 pts.;
¢ Previous professional experience in dealing with
data exchange and interoperability will be an
asset- up to 30 pts.;
Intervi ¢ Proven knowledge of EU legal framework and 200
interview international best-practices related to data
classification with focus on data security - up to 30
pts.;
o Excellent analytical and legal drafting skills - up to
30 pts.;
¢ Fluency in Romanian, English languages (verbal
and written) is a must. - up to 30 pts.;
¢ Knowledge of one or more additional languages
relevant for Moldova, including Bulgarian,
Gagauzian, Romani, Ukrainian or sign language is
an asset; (any of the mentioned languages - 5 pts.
each, max - 30 pts.)
Belonging to the group(s) under- (no - 0 pts., to one group — 5 pts., to two or more
represented in the UN Moldova and/or the pEs. group = > pts. 10
. . groups - 10 pts.)
area of assignment
Maximum Total Technical Scoring 300

* Under-represented group in the area of assignment (IT industry) are women. Under-represented groups in UN
Moldova are persons with disabilities, LGBTI, ethnic and linguistic minorities, especially ethnic Gagauzians,
Bulgarians, Roma, Jews, people of African descent, people living with HIV, religious minorities, especially Muslim
women, refugees and other non-citizens.
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Financial

Evaluation of submitted financial offers will be done based on the following formula:

S=Fmin/F * 200

S - score received on financial evaluation;

Fmin - the lowest financial offer out of all the submitted offers qualified over the technical evaluation
round;

F - financial offer under consideration

200

Winning candidate

The winning candidate will be the candidate, who has accumulated the highest aggregated score (technical scoring
+ financial scoring).

ANNEXES:

ANNEX 1 - TERMS OF REFERENCES (TOR)
ANNEX 2 - INDIVIDUAL CONSULTANT GENERAL TERMS AND CONDITIONS
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