United Nations Development Programme

Empowered lives.
Resilient nations.

TERMS OF REFERENCE
Job title: Local Strategic Advisor on national IT systems
Duty station: Chisinau, Republic of Moldova

References to the projects: Enhancing democracy in Moldova through inclusive and transparent
elections

Strengthening capacities of the Ministry of Internal Affairs and its
internal subdivisions for the effective implementation of the sector
reform agenda

Contract type: Individual Contract (IC)
Expected workload: 210 working days during September 2017 - September 2019
Indicative starting date: 04 September 2017

1. Background:

“Enhancing democracy in Moldova through inclusive and transparent elections” (EDMITE
Project) is a newly approved project that sets the overall goal to achieve an enhanced transparency
and inclusiveness of the electoral process in Moldova through a modernized IT system, improved
legislation and intensified public participation, addressing the root causes of the current challenges
hampering the further development of the democracy and the advancement of the electoral process
in the Republic of Moldova.

The Project aims to contribute to: (1) achieving a more accurate State Register of Voters (SRV),
improving the quality and accessibility data by re-engineering the Civil Status Service (CSS) systems,
fully developing the State Address Register and facilitating data exchange and interoperability
between different central public institutions via governmental platform for data exchange
MConnect; (2) enhancing the inclusiveness of the electoral process through developing a remote
voting tool and adjusting the State Automated Information System “Elections” (SAISE) to keep up
with the technical and political developments; (3) legal reform in the area of elections to erase
ambiguities and respond to the technical developments; and (4) enhancing political participation of
citizens by setting up and implementing the voter information and civic education programmes.

The State Automated Information System “Elections”, approved by the Parliament in May 2008 under
the Law No. 101," is a comprehensive election management IT system which integrates key IT tools
and functions, needed by an Election Management Body to conduct elections. SAISE enables the
Central Electoral Commission (CEC) to administer several tasks of the electoral process electronically
and to ensure an inclusive State Register of Voters (SRV). An accurate and comprehensive SRV is a

" Law 101, On the Concept of the State Automated Information System Elections, 15.05.2008, Chisinau
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high safeguard against fraud and, in turn, elections related violence.

The current version of SAISE contains around 8 inter-related IT applications/ modules meant to
ensure transparency, accuracy and trust in the electoral process. Most of the SAISE modules (e.g.
Electoral Candidates Module, Preliminary Registration Module, Signatory Lists Module, etc.) have
been designed and developed in-house, under the leadership of the CEC Department of IT and
Management of Voters’ Lists and with the previous support of UNDP, in the period 2014 - 2017.
Complex SAISE Modules, such as State Register of Voters Module, Voters’ Turnout Module, have been
developed with the support of specialized IT Companies.

Due to the successful implementation of SAISE throughout General Local Elections 2015 and
Presidential Elections 2016, the CEC was able to provide real time electronic data on voter turnout
and to present the preliminary results in less than 3 hours after the close of the polling stations.

On July 20, 2017 the Parliament of the Republic of Moldova adopted the new law on the change of
the electoral system2 The new mixed electoral system will be applied already in the 2018
Parliamentary Elections. Taking into account the new legal and regulatory provisions, SAISE and its
modules will have to be re-designed and adjusted following a pre-established Implementation
Roadmap. New applications, such as Political Party Finance, or potentially, the Reporting Module and
/or Remote Voting Module are planned to be developed and integrated later on into SAISE, too.

In parallel with the activities dedicated to the CEC, the collaboration of the Project with other central
public administrations will also continue. The immediate project support is foreseen for the Agency
for Public Services (specifically for the Civil Status Service) in the development of the Register of the
Civil Status Acts.

“Strengthening capacities of the Ministry of Internal Affairs and its internal subdivisions for
the effective implementation of the sector reform agenda” (MIA Project) contributes to the
enhancement of the operational and functional framework of the Minister of Internal Affairs (MIA)
for the efficient, transparent and inclusive implementation of the sector reform agenda in the areas
of public order, civil protection, border security, migration and asylum in compliance with the
national priorities and international commitments improving the effectiveness in designing and
implementation of sectoral policies and services addressing the needs of men and women in
Moldova.

In 2014-2015 an internal audit on the situation of ICT and architecture definition in MIA central
apparatus and in all subordinated subdivisions (Information Technologies Service, General Police
Inspectorate, Department Border Police, Civil Protection and Emergency Situations Department,
Bureau of Migration and Asylum, etc.) has been carried out, following the MIA Development Strategy
of Information Technology and Communications (ICT) for 2013-2015 and the Action Plan. The audit
assessment revealed that the ICT infrastructure at MIA is unevenly developed, while significant
deficiencies were detected in several MIA subdivisions, especially in the segment of end users and
the corporate network. Based on internal audit conclusions and deficiencies identified, the ICT at MIA
has requested a dipper and more detailed assessment of the situation which is expected to provide
concrete recommendations regarding the further strategical actions necessary to be undertaken in
order to achieve a coherent, systemic and sustainable development.

2. Objectives:
The project intends to contract a local IT Strategic Advisor (hereafter the Consultant) to support in:

EDMITE Project

2 http://www.parliament.md/ProcesulLegislativ/Proiectedeactelegislative/tabid/61/Legislativid/3855/language/en-US/Default.aspx
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Strategic technical advice for the adjustment of SAISE and other modules in accordance with
the provisions of the new legal and regulatory framework for the mixed electoral system;
Strategic technical advice for the development of the Political Party Finance Module;
Strategic technical advice for the IT Systems managed by the Agency for Public Services
(specifically in the area of EDMITE assistance);

Strategic technical advice for the development of the IT System for Civil Status Acts;
Technical advice for the software project management of the IT System for Civil Status Acts;
Technical advice in the development and analysis of various IT-related tender
documentation;

Technical advice for the new software adaptability and accessibility for the needs of the
persons with different types of disabilities, linguistic minorities (where relevant), other
targeted and vulnerable groups, availability of sustainable automatic disaggregated data
collection.

MIA Project

h)

Strategic technical advice for the Business Analysis on the existent IT Systems administered
by the MIA Information Technologies Service.

The consultant will have the following responsibilities:

EDMITE Project

Advise on the SAISE Roadmap for the period August 2017 — December 2019, taking into
account the new changes in the electoral system;

Support the CEC IT team in developing the Technical Specifications for the adjustment of
SAISE and its relevant modules to meet the legal requirements for the mixed electoral
system;

Support the CEC IT team, Finance Department and the CCET in the adjustment of the
Technical Specifications for the Political Party Finance Module;

Support the CEC IT team in developing the Technical Specifications for i-Voting/ Remote
Voting Module and potentially Reporting Module;

Support the Agency for Public Services in the revision of the current Technical
Specifications or the development of the new ones related to the current or new IT Systems
managed by the Agency (specifically in the area of EDMITE assistance);

Contribute to the development of the Technical Specifications for the IT System of the Civil
Status Acts;

Contribute to the implementation of the software project management of the IT System
for Civil Status Acts;

Contribute to the elaboration of tender documents for the selection of IT company(ies) to
perform project related complex tasks and participation in the procurement evaluation
processes;

Assist the CEC and the UNDP Project to ensure that the newly adjusted SAISE, its modules
and other IT Systems developed within the framework of the Project, are adaptable to the
use of the persons with different types of disabilities, targeted and vulnerable groups of
people, in accordance with the current existent regulations, and where possible, respond
to the WAI (Web Accessibility Initiative) recommendations (http://www.w3c.org/WAI);
Assist the CEC, the involved central public institutions and the UNDP Project in envisaging
the sustainable automatic collection of disaggregated data from the new IT Systems that
will be developed, including on vulnerability grounds (e.g., age, sex, language, region of
voting) and making these data open to public, in line with the legal provisions on personal




data protection and depending on the availability of this data in the CEC and the
partnering institutions.

MIA Project

Support to the MIA Information Technologies Service in developing the Technical
Specifications for the Business Analysis on the existent IT Systems. The document will
comprise the following minimum components: a) general background; b) specific context
and justifications of the proposed expertise; c) general and specific objectives of the proposed
expertise; d) key activities to be undertaken in accordance with established objectives; e)
expected results and deliverables; f) recommended number of working days per each
deliverable and the estimated timeline; g) organizational settings including
recommendations regarding the most efficient implementation approach (company or team
of experts based) in accordance with the complexity of proposed tasks and the existent
potential of the local market; h) minimum qualifications and skills required for the proposed

task.

3. Keydeliverables and tentative timetable:

Tentative Project
. Timeline | Framewor
Nr. Key deliverables /Working K
days
1. Preparatory Work: 2 WDs, EDMITE
Inception Report with a Plan of activities to be implemented in by b
the proposed timeframe, submitted, discussed with and September
approved by the CEC and the UNDP Project; 2017
2. | SAISE Roadmap (including the chart of necessary improvements 3 WDs,
to the existent SAISE modules) for the period August 2017 - by EDMITE
December 2019 cleared in full consideration of the | September
requirements for the mixed electoral system; 2017
3. | Technical Specifications for conducting a Business Analysis on 10 WDs,
the existent IT Systems administered by the MIA Information by MIA
Technologies Service developed and approved by the MIA and | September
the UNDP Project; 2017
4. | Technical Specifications for the adJu§tment of SAISE anq its | ¢ WDs, EDMITE
relevant modules to meet the requirements for the mixed
. . . by October
electoral system submitted, discussed with and approved by 2017
the CEC and the UNDP Project;
5. 16 WDs,
Contribution to the development of the Technical by EDMITE
Specifications for the IT System of the Civil Status Acts, provided; | December
2017
6. | Technical Specifications for Political Party Finance Module | 16 WDs, EDMITE
revised, discussed with and approved by the CEC and the UNDP | by January
Project; 2018
7. | Technical Specifications for i-Voting/ Remote Voting Module 16 WDs, EDMITE
and/ or Reporting Module developed, discussed with and | by March
approved by the CEC and the UNDP Project; 2018




8. | The adjusted SAISE and its relevant modules to be used in
Parliamentary Elections 2018 are adaptable to the use of the 2 WD, EDMITE
people with different types of disabilities, linguistic minorities, by
targeted and vulnerable groups of people, in accordance with | September
the current CEC regulations, and where possible, respond to the 2018
WAI;
9. | Sustainable automatic collection of disaggregated data from at
least 3 IT Systems administered by the CEC and the partnering
T . . . . 2 WD,
central public institutions is envisaged, including on b EDMITE
vulnerability grounds (e.g., age, sex, language, region of voting) S y
. 22 . eptember
and making these data open to public, in line with the legal 2018
provisions on personal data protection and depending on the
availability of this data in CEC and the partnering institutions;
10. | Technical Specifications for the re-alignment of the State
Register of Voters to the IT Systems administered by the Agency 16 WDs, by EDMITE
. . . December
of Public Services (Cadastre Department, Population 2018
Registration and Documentation Department);
11. | Technical Specifications for the current or new IT Systems
managed by the Agency for Public Services (specifically in the | 30 WDs, EDMITE
area of EDMITE assistance) revised or developed, discussed with | by March
and approved by the Agency for Public Services and the UNDP 2019
Project;
12. | Contribution to the tender documents for the selection of IT EDMITE
company(ies) to perform complex tasks, provided; 25 WDs,
Participation in the procurement evaluation process and | PYyJune
supervision of contract execution and final evaluation, ensured; 2019
13. | Contribution to the implementation of the software project 45 WDs, EDMITE
management of the IT System for Civil Status Acts, provided; b%/OJ1u9Iy
14. Final Report on services provided containing key findings and 2 Vt\)/Ds, EDMITE
further recommendations submitted, discussed with and Se te)r/nber
approved by the CEC and the UNDP Project. pZO1 9

Note: Deliverables and the final timeline can be amended or specified for the purpose of the assignment.

Administrative arrangements

EDMITE Project

The timeframe for the work of the Consultant is planned for the period September 2017 — September
2019. During this time the consultant is expected to work a total of 200 working days (average of 8

working days per month).

For substantive aspects, the assignment shall be performed in close coordination with the CEC
management and under the direct supervision of the CEC Head of the Department of IT and
Management of Voters’ Lists, and the UNDP Project. The Consultant will work in close cooperation
with UNDP IT Infrastructure Analyst, IT Developer and other Consultants where relevant.

The CEC will provide the Consultant the necessary working space, the appropriate equipment,
internet access, as well as the necessary information and materials for the fulfilment of the envisaged
tasks. UNDP Project will provide administrative and logistical support in organisation of the

necessary meetings and/ or consultations.




For administrative aspects, the assignment will be coordinated with the UNDP Senior Project Officer.
Payments will be done in multiple tranches upon total completion of the deliverable/s (where
possible) and the submission of Timesheets including Deliverable Progress Notes approved by the
CEC and certified by the UNDP Project.

MIA Project

The timeframe for the work of the Consultant is planned for the period September — October 2017.
During this time the consultant is expected to work a total of 10 working days. Payment will be made
upon the successful completion and delivery of the task assigned.

For substantive aspects, the assignment shall be performed in close coordination and under the
direct supervision of MIA Information Technologies Service, and the UNDP Project. The Consultant
will work in close cooperation with the Head of MIA Information Technologies Service, the UNDP
Project Manager and other UNDP Consultants, if relevant.

MIA will provide the Consultant the available information and materials for the fulfilment of the
envisaged tasks. UNDP Project will provide administrative and logistical support in organisation of
the necessary meetings and/ or consultations.

For administrative aspects, the assignment will be coordinated with the UNDP Project Manager.
Payment will be done in one tranche upon total completion of the deliverable and the submission
of the Deliverable Progress Note approved by the MIA and certified by the UNDP Project.

4. Qualifications and Skills required

Academic Qualifications:

e University degree with 5 years of continued studies (Master’s Degree) in ICT, system analysis or

related field.
Experience:

e At least seven (7) years of progressively responsible experience in analysis, planning,
design, development, implementation and maintenance of information systems or
related area;

e Specific experience in building ICT infrastructure, proven through the design of at least 5
information systems (the information systems in the designing of which the applicant
was involved should be detailed explicitly in his/her CV);

e At least 5 Technical Specifications developed for state owned ICT-based systems,
particularly with DSS, ESB (the Technical Specifications developed by the applicant
should be detailed explicitly in his/her CV);

e Atleast 5 Business Analysis developed for the state owned ICT-based systems, specifically
for MIA, CEC, Cadastre institutions, Civil Status Service and other central government
authorities.

Competencies:
e Familiarity with the national context (legal and policy framework) related to the Electoral
System in the Republic of Moldova;
e Knowledge of national context (legal and policy framework) related to the IT Systems
administered by MIA;

e Experience in IT Systems administered by the Agency for Public Services;

e Understanding of the web/ software accessibility issues and ways to insure web/ software
accessibility for persons with different type of disabilities, linguistic minorities, vulnerable
and targeted groups;




e Basic Knowledge of English, fluent in Romanian and Russian languages for the purposes
of the assignment;

e Knowledge of one or more additional languages relevant for Moldova, including
Bulgarian, Gagauzian, Romani, Ukrainian or sign language is an asset.

Personal qualities:

e Proven commitment to the core values of the United Nations, in particular, respecting
differences of culture, gender, religion, ethnicity, nationality, language, age, HIV status,
disability, and sexual orientation, or other status;

e Responsibility, creativity, flexibility and punctuality, ability to meet deadlines and
prioritize multiple tasks.

The UNDP Moldova is committed to workforce diversity. Women and men, persons with different
types of disabilities, LGBT, Roma and other ethnic, linguistic or religious minorities, persons living
with HIV, as well as refugees and other non-citizens legally entitled to work in the Republic of
Moldova, are particularly encouraged to apply.

5. Documents to be included when submitting the proposals:

Interested individual consultants must submit the following documents/ information to
demonstrate their qualifications:

e Proposal: explaining why they are the most suitable for the work including previous
experience in similar Projects (please provide brief information on each of the above
qualifications, item by item);

e Financial proposal (in USD, specifying a total requested amount per working day,
including all related costs, e.g. fees, phone calls etc.);

e Duly completed and signed Personal History Form (P11), personal CV and at least 3
references.

Note: Please, refer to the Individual Procurement Notice of this recruitment for a more detailed
information on the application and selection process.



